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Tech Center home page

Technical Library

First Run videos

Visio Protocol Flow poster

Lync Powershell blog

Next Hop blog

http://technet.microsoft.com/en-us/lync
http://technet.microsoft.com/en-us/library/gg398616.aspx
http://technet.microsoft.com/en-us/lync/gg430649
http://zoom.it/btYv
http://blogs.technet.com/b/csps/
http://blogs.technet.com/b/nexthop/
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=ad8ff3fb-014e-4fd7-8003-436d896ab0c6




Escenario Usuario Remoto Federado Anonimo PIC/

Interop

Presence   

IM Peer-to-Peer   

IM conferencing   

Collaboration   

A/V Peer-to-Peer    (Latest 

WLM*)

A/V Conferencing   

File Transfer  









NAT

Public IP space

IP3’



Public IP space

NAT



Public IP space

HLB

VIP1

VIP2

VIP3

NAT and HLB is not possible 





SIP Subscribe

Outer

Firewall
Endpoint

Inner

Firewall

OCS FE

Server

<location>internet</location>

SIP Service

200 OK

<hostName>avedge.contoso.com

<udpPort>3478

<tcpPort>443

<username> 77qq8yXccBc2lwOmFy

<password> Wnujl0eo00YkV/5dg=

<duration>480

Access

Edge

A/V

Edge

MRAS

MTLS

ms-user-logon-data: RemoteUser

<mrasUri>sip:Mras.contoso.com

200 OK

Service

200 OK



SIP Invite
OCS FE

ServerAccess

Edge

A/V

MCU

A/V

Edge

A/V Auth

MTLS

Endpoint Outer

Firewall

Inner

Firewall
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Service

200 OK

<hostName>avedge.contoso.com

<udpPort>3478

<tcpPort>443

<username> 77qq8yXccBc2lwOmFy

<password> Wnujl0eo00YkV/5dg=

<duration>480

200 OK



Lync Server 2010 security guide

Protecting the Edge 
Server Against DoS and Password Brute-Force Attacks in 
Lync Server 2010 

http://www.microsoft.com/downloads/en/details.aspx?FamilyID=1400504e-8b2e-4d75-b091-1bf9f7bbc46f
http://go.microsoft.com/fwlink/?LinkID=214180






https://www.testocsconnectivity.com

https://www.testocsconnectivity.com/




Inner FWLync

Edge

Work2
OC/Console

A/V MCU

Access

Proxy

UDP
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Inner FW Lync

Edge

Work1
OC/Console

A/V MCU

Access

Proxy

UDP

3478

TCP

443

UDP/TCP

50000

.

.

.

.

.

.

.

.

.

UDP/TCP

59999

w1

Outer FWs

(no NAT)



www.microsoft.com/teched www.microsoft.com/learning

http://microsoft.com/technet http://microsoft.com/msdn

http://www.microsoft.com/teched
http://www.microsoft.com/learning
http://microsoft.com/technet
http://microsoft.com/msdn

